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Abstract. Today, event logs contain vast amounts of data that can eas-
ily overwhelm a human. Therefore, the mining of frequent patterns from
event logs is an important system and network management task. This
paper discussesthe properties of event log data, analysesthe suitabilit y
of popular mining algorithms for processingevent log data, and proposes
an e±cient algorithm for mining frequent patterns from event logs.

1 In tro duction

Event logging and log ¯les are playing an increasingly important role in sys-
tem and network administration (e.g., see[1]), and the mining of frequent pat-
terns from event logs is an important system and network management task
[2][3][4][5][6][7].Recently proposedmining algorithms have often been variants
of the Apriori algorithm [2][3][4][7],and they have beenmainly designedfor de-
tecting frequent event type patterns [2][3][4][5][7].The algorithms assumethat
each event from the event log has two attributes { time of event occurrenceand
event type. There are several ways for de¯ning the frequent event type pattern,
with two de¯nitions being most common. In the caseof the ¯rst de¯nition (e.g.,
see[7]), the algorithm views the event log asa set of overlapping windows, where
each window contains events from a time frame of t seconds(the window sizet is
given by the user). A certain combination of event typesis considereda frequent
pattern if this combination is present at least in s windows, where the thresh-
old s is speci¯ed by the user. In the caseof the secondde¯nition (e.g., see[5]),
the algorithm assumesthat the event log has beendivided into non-overlapping
slicesaccording to somecriteria (e.g., events from the sameslice were all issued
by the samehost). A certain combination of event typesis considereda frequent
pattern if this combination is present at least in s slices(the threshold s is given
by the user). Although the use of this de¯nition requires more elaborate pre-
processingof the event log, it also eliminates the noise that could appear when
events from di®erent slicesare mixed. In the rest of this paper, we will employ
the secondapproach for de¯ning the frequent event type pattern.

Events in windows or slicesare usually ordered in occurrencetime ascend-
ing order. The order of events in windows or slices is often taken into account
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during the mining, sincethis could reveal causalrelations betweenevent types{
e.g., instead of an unordered set f DeviceDown, FanFailureg the algorithm out-
puts a sequenceF anF ail ur e ! DeviceDown. However, as pointed out in [7],
the mining of unordered frequent event type sets is equally important. Due to
network latencies,events from remote nodesmight arrive and be written to the
log in the order that di®ers from their actual occurrenceorder. Even if events
are timestamped by the sender,system clocks of network nodesare not always
synchronized, making it impossibleto restore the original order of events. Also,
in many casesthe occurrenceorder of events from the samewindow or slice is
not pre-determined(e.g., sinceevents are not causally related). In the remainder
of this paper, we will not consider the order of events in a slice important.

Note that it is often di±cult to mine patterns of event typesfrom raw event
logs, since messagesin raw event logs rarely contain explicit event type codes
(e.g., see[1]). Fortunately, it is possible to derive event types from event log
lines, since very often the events of the sametype correspond to a certain line
pattern. For example, the lines Router myrouter1 interface 192.168.13.1down,
Router myrouter2 interface 10.10.10.12down, and Router myrouter5 interface
192.168.22.5down represent the event type "Router interface down", and corre-
spond to the line pattern Router * interface * down. Thus, the mining of frequent
line patterns is an important preprocessingtechnique, but can be very useful for
other purposesas well, e.g., for building event log models [8].

Let I = f i 1; :::; i n g be a set of items. If X µ I , X is called an itemset,
and if jX j = k, X is also called a k-itemset. A transaction is a tuple T =
(tid; X ) where tid is a transaction identi¯er and X is an itemset. A transaction
database D is a set of transactions, and the cover of an itemset X is the set of
identi¯ers of transactions that contain X : cover(X ) = f tid j (tid; Y ) 2 D ; X µ
Yg. The support of an itemset X is de¯ned asthe number of elements in its cover:
supp(X ) = jcover(X )j. The task of mining frequent itemsets is formulated as
follows { given the transaction databaseD and the support thresholds, ¯nd all
itemsetswith the support s or higher (each such set is called a frequent itemset).

When the event log has beendivided into m slices(numbered from 1 to m),
then we can view the set of all possibleevent typesasthe set of items I , and each
slice can be considereda transaction with its tid between 1 and m. If the i th
slice is Si = f E1; :::; Ek g, where E j = (t j ; ej ) is an event from Si , ej is the type
of E j , and t j is the occurrencetime of E j , then the transaction corresponding
to Si is (i; [ k

j =1 f ej g). When we inspect a raw event log at the word level, each
line pattern consists of ¯xed words and wildcards, e.g., Router * interface *
down. Note that instead of consideringentire such pattern we can just consider
the ¯xed words together with their positions, e.g., f (Router, 1), (interface, 3),
(down, 5)g [8]. Similarly, if the i th line from a raw event log has k words, it can
be viewed as a transaction with identi¯er i and k word-position pairs as items.

If we view event logs as transaction databasesin the ways described above,
we can formulate the task of mining frequent event type patterns or frequent line
patterns as the task of mining frequent itemsets. We will usethis formulation in
the rest of this paper, and also usethe term pattern to denote an itemset.



In this paper, we proposean e±cient algorithm for mining frequent patterns
from event logs that can be employed for mining line and event type patterns.
The rest of the paper is organizedas follows: section2 discussesrelated work on
frequent itemset mining, section 3 presents the properties of event log data and
the analysisof existing mining algorithms, section 4 describesa novel algorithm
for mining frequent patterns from event logs,section5 discussesthe performance
and implementation of the algorithm, and section 6 concludesthe paper.

2 Frequen t itemset mining

The frequent itemset mining problem has received a lot of attention during the
past decade,and a number of mining algorithms have been developed. For the
sake of e±cient implementation, most algorithms order the items according to
certain criteria, and use this ordering for representing itemsets. In the rest of
this paper, we assumethat if X = f x1; :::; xk g is an itemset, then x1 < ::: < xk .

The ¯rst algorithm developed for mining frequent itemsets was Apriori [9]
which works in a breadth-¯rst manner { discovered frequent k-itemsetsare used
to form candidate k+1-itemsets, and frequent k+1-itemsets are found from the
set of candidates.Recently , an e±cient trie (pre¯x tree) data structure hasbeen
proposedfor the candidate support counting [10][11].Each edgein the itemset
trie is labeled with the name of a certain item, and when the Apriori algorithm
terminates, non-root nodesof the trie represent all frequent itemsets. If the path
from the root node to a non-root node N is x1; :::; xk , N identi¯es the frequent
itemset X = f x1; :::; xk g and contains a counter that equalsto supp(X ). In the
remainder of this paper, we will usenotations node(x1; :::; xk ) and node(X ) for
N, and also, we will always usethe term path to denote a path that starts from
the root node. Figure 1 depicts a sample transaction databaseand an itemset
trie (the support threshold is 2 and items are ordered in lexicographic order).

Fig. 1. A sample transaction database and an itemset trie.

As its ¯rst step, the Apriori algorithm detectsfrequent 1-itemsetsand creates
nodes for them. Sinceevery subsetof a frequent itemset must also be frequent,



the nodes for candidate k+1-itemsets are generatedas follows { for each node
node(x1; :::; xk ) at depth k all its siblings will be inspected. If xk < yk for the
sibling node(x1; :::; xk ¡ 1; yk ), then the candidate node node(x1; :::; xk ; yk ) will be
inserted into the trie with its counter set to zero. In order to ¯nd frequent k+1-
itemsets, the algorithm traversesthe itemset trie for each transaction (tid; Y ) 2
D , and increments the counter in node(X ) if X µ Y; jX j = k + 1. After the
databasepass,the algorithm removesnodesfor infrequent candidate itemsets.

Although the Apriori algorithm works well when frequent itemsets contain
relatively few items (e.g., 4{5), its performance starts to deteriorate when the
sizeof frequent itemsetsincreases[12][13].In order to producea frequent itemset
f x1; :::; xk g, the algorithm must ¯rst produce its 2k ¡ 2 subsets that are also
frequent, and when the databasecontains frequent k-itemsets for larger values
of k (e.g., 30{40), the number of nodesin the itemset trie could be very large. As
a result, the runtime cost of the repeatedtraversalof the trie will be prohibitiv e,
and the trie will consumelarge amounts of memory.

In recent past, several algorithms have beenproposedthat explore the search
spacein a depth-¯rst manner, and that are reportedly by an order of a magni-
tude faster than Apriori. The most prominent depth-¯rst algorithms for mining
frequent itemsets are Eclat [12] and FP-growth [13]. An important assump-
tion made by Eclat and FP-growth is that the transaction database ¯ts into
main memory. At each step of the depth-¯rst search, the algorithms are look-
ing for frequent k-itemsets f p1; :::; pk ¡ 1; xg, where the pre¯x P = f p1; :::; pk ¡ 1g
is a previously detected frequent k-1-itemset. When looking for these itemsets,
the algorithms extract from the databasethe data describing transactions that
contain the itemset P, and search only this part of the database. If frequent
k-itemsetswere found, onesuch itemset is chosenfor the pre¯x of the next step,
otherwise the new pre¯x is found by backtracking. Sincethe databaseis kept in
main memory using data structures that facilitate the fast extraction of data,
Eclat and FP-growth can explore the search spacefaster than Apriori.

The main di®erencebetweenthe Eclat and FP-growth algorithm is how the
transaction databaseis stored in memory. Eclat keepsitem covers in memory,
while FP-growth saves all transactions into FP-tr ee which is a tree-like data
structure. Each non-root node of the FP-tree contains a counter and is labeled
with the name of a certain frequent item (frequent 1-itemset). In order to build
the FP-tree, the FP-growth algorithm ¯rst detects frequent items and orders
them in support ascendingorder. Frequent items of each transaction are then
saved into FP-tree in reverseorder asa path, by incrementing counters in exist-
ing nodesof the path and creating missing nodeswith counters set to 1. In that
way, nodes closer to the root node correspond to more frequent items, and are
more likely to be sharedby many transactions, yielding a smaller FP-tree [13].

Unfortunately, Eclat and FP-growth can't be employed for larger transaction
databaseswhich don't ¯t into main memory. Although some techniques have
beenproposedfor solving this problem (e.g., the partitioning of the database),
these techniques are often infeasible [14]. In the next section we will show that
this problem is also relevant for event log data sets.



3 The prop erties of event log data

The nature of data in the transaction databaseplays an important role when de-
signing an e±cient mining algorithm. When conducting experiments with event
log data sets, we discovered that they have several important properties. Ta-
ble 1 presents eight sample data sets that we used during our experiments.
The ¯rst ¯v e data sets (named openview, mailserver, ¯leserver, webserver, and
ibankserver, respectively) are raw event logs from di®erent domains: HP Open-
View event log ¯le, mail server log ¯le, ¯le and print server log ¯le, web server
log ¯le, and Internet banking server log ¯le. We used these event logs for fre-
quent line pattern mining experiments. The rest of the data sets(namedwebsess,
ibanksess, and snort ) wereobtained from raw event logsby arranging events into
slices,and we usedthem during our experiments of mining frequent event type
patterns. In websessdata set each slice re°ects a user visit to the web server,
with event types corresponding to accessedURLs. In ibanksessdata set a slice
corresponds to a user sessionin the Internet bank, where each event type is
a certain banking transaction type. The snort data set was obtained from the
Snort IDS alert log, and each slice re°ects an attack from a certain IP address
against a certain server, with event typescorresponding to Snort rule IDs.

Table 1. The properties of event log data

Data set name # of # of Items that Items that occur Max. frequent
transactions items occur ten at least once per itemset size

times or less1,000 transactions (supp. 0.1%)

openview 1,835,679 1,739,185 1,582,970 1,242 65
mailserver 7,657,148 1,700,840 1,472,296 627 15
¯leserver 7,935,958 11,893,84611,716,395 817 118
webserver 16,252,925 4,273,082 3,421,834 396 24
ibankserver 14,733,696 2,008,418 1,419,138 304 11
websess 217,027 22,544 17,673 341 21
ibanksess 689,885 454 140 110 12
snort 95,044 554 476 45 7

Firstly , it is evident from Table 1 that the number of items in the transaction
databasecan be quite large, especially when we mine frequent line patterns from
raw event logs. However, only few items are relatively frequent (occur at least
onceper 1,000transactions), and also, most items appear only few times in the
data set. Secondly, Table 1 also indicates that frequent itemsets may contain
many items (the table presents ¯gures for the support threshold of 0.1%), which
meansthat Apriori is not always adequatefor processingevent log data.

The third important property of event log data is that there are often strong
correlations between frequent items in transactions. If items are event types,
such strong correlations often exist becauseof causal relations between event
types (e.g., when the PortScan event appears, the Tra±cA nomaly event also



appears), or becauseof distinct patterns in the user behavior (e.g., if the web
page A is accessed,the web page B is also accessed).In the caseof raw event
logs where items are word-position pairs, this e®ect is usually causedby the
messageformatting with a certain format string before the messageis logged,
e.g., sprintf(message,"Connection from %s port %d", ip, port) . When events of
the sametype are logged many times, constant parts of the format string will
becomefrequent items which occur together many times in the data set. There
could also be strong correlations betweenitems corresponding to variable parts
of the format string, e.g., betweenuser namesand workstation IP addresses.

In order to assesshow well the Apriori, Eclat, and FP-growth algorithms
are suited for mining frequent patterns from event logs, we conducted several
experiments on data sets from Table 1 with support thresholds of 1% and 0.1%
(during all our experiments presented in this paper, we used Apriori, Eclat,
and FP-growth implementations by Bart Goethals [15]). In order to reducethe
memory consumption of the algorithms, we removed very infrequent items (with
the support below 0.01%) from all data sets, and as a result, the number of
items wasbelow 7,000in all cases.A Linux workstation with 1.5GHz Pentium 4
processor,512MB of main memory, and 1GB of swap spacewas used during
the experiments. Our experiments revealedthat when the transaction database
is larger, depth-¯rst algorithms could facedi±culties when they attempt to load
it into main memory (seeTable 2).

Table 2. The size of the memory-resident database

Data set name Eclat 1% FP-growth 1% Eclat 0.1% FP-growth 0.1%

openview 359.2MB 2.8MB 370.7MB 5.7MB
mailserver 263.3MB 2.9MB 280.5MB 10.8MB
¯leserver 1009.1MB 4.0MB 1024.4MB 8.6MB
webserver Out of VM 64.0MB Out of VM 249.9MB
ibankserver 657.5MB 37.2MB 678.0MB 77.5MB
websess 5.7MB 2.4MB 6.0MB 9.8MB
ibanksess 17.5MB 3.3MB 17.6MB 10.6MB
snort 2.9MB 2.2MB 2.9MB 2.2MB

Table 2 suggeststhat Eclat is unsuitable for mining frequent patterns from
larger event logs, even when infrequent items have been ¯ltered out previously
and the algorithm has to load only few thousand item covers into memory.
With ¯leserver and ibankserver data sets the Eclat algorithm did run out of
physical memory, and wasable to continue only becauseof su±cient swap space;
with webserverdata set, the algorithm terminated abnormally after consuming
all available virtual memory. Based on these ¯ndings, we removed Eclat from
further testing. Table 2 also suggeststhat the FP-growth algorithm is more
convenient in terms of memory consumption. The reasonfor this is that the FP-
tree data structure is e±cient for storing transactions when strong correlations



exist between frequent items in transactions. If many such correlations exist,
the number of di®erent frequent item combinations in transactions is generally
quite small, and consequently relatively few di®erent paths will be saved to
FP-tree. However, it should be noted that for larger data setsthe FP-tree could
neverthelessbe rather large, especially when the support threshold is lower (e.g.,
for the webserverdata set the FP-tree consumedabout 250MB of memory when
the support threshold was set to 0.1%).

Wealsotestedthe Apriori algorithm and veri¯ed that in terms of performance
it is inferior to FP-growth { for example, when the support threshold was set
to 1%, Apriori was 11.5 times slower on mailserver data set, and 9.5 times
slower on ibankserver data set. However, on openview and ¯leserver data sets
(which contain frequent itemsets with a large number of items) both algorithms
performed poorly, and were unable to complete within 24 hours.

The experiment results indicate that all tested algorithms are not entirely
suitable for mining frequent patterns from event logs. In the next sectionwe will
present an e±cient mining algorithm that attempts to addressthe shortcomings
of existing algorithms.

4 A frequen t pattern mining algorithm for event logs

In this sectionwe will present an e±cient algorithm for mining frequent patterns
from event logs. It combinesthe featuresof previously discussedalgorithms, tak-
ing also into account the properties of event log data. Sincedepth-¯rst Eclat and
FP-growth algorithms are inherently dependent on the amount of main memory,
our algorithm works in a breadth-¯rst manner and employs the itemset trie data
structure (seesection 2). In order to avoid inherent weaknessesof Apriori, the
algorithm usesseveral techniquesfor speedingup its work and reducing its mem-
ory consumption. Thesetechniques are described in the following subsections.

4.1 Mining frequen t items

The mining of frequent items is the ¯rst stepof any breadth-¯rst algorithm which
createsa basefor further mining. In order to detect frequent items, the algorithm
must make a passover the data set and count how many times each item occurs
in the data set, keeping item counters in main memory. Unfortunately, because
the number of items can be very large (seesection 3), the memory cost of the
item counting is often quite high [8].

In order to solve this problem, our algorithm ¯rst estimateswhich items need
not to be counted. Before the counting, the algorithm makesan extra passover
the data set and builds the item summary vector. The item summary vector is
madeup of m counters (numberedfrom 0 to m-1) with each counter initialized to
zero.During the passover the data set, a fast hashingfunction is applied to each
item. The function returns integer valuesfrom 0 to m-1, and each time the value
i is calculated for an item, the i th counter in the vector will be incremented.
Sincee±cient hashing functions are uniform [16], each counter in the vector will



correspond roughly to n=m items, where n is the number of di®erent items in
the data set. If items i 1; :::; i k are all items that hashto the value i, and the items
i 1; :::; i k occur t1; :::; tk times, respectively, then the value of the i th counter in
the vector equalsto the sum

P k
j =1 t j .

After the summary vector has beenconstructed, the algorithm starts count-
ing the items, ignoring the items for which counter valuesin the summary vector
are below the support threshold (no such item can be frequent, sinceits support
does not exceedits counter value). Since most items appear only few times in
the data set (seesection 3), many counter values will never cross the support
threshold. Experiment results presented in [8] indicate that even the use of a
relatively small vector (e.g., 100KB) dramatically reducesthe memory cost of
the item counting.

4.2 Cache tree

Eclat and FP-growth algorithms are fast not only becauseof their depth-¯rst
search strategy, but alsobecausethey load the transaction databasefrom disk (or
other secondarystoragedevice) into main memory. In addition, the algorithms
don't attempt to store each transaction as a separate record in memory, but
rather employ e±cient data structures that facilitate data compression(e.g., the
FP-tree). As a result, the memory-resident databaseis much smaller than the
original database,and a scanof the databasewill take much lesstime.

Although recent Apriori implementations have employed a pre¯x tree for
keeping the databasein memory [10][11], this technique can't be used for data
setswhich don't ¯t into main memory. As a solution, we proposeto store most
frequently used transaction data in the cache tree. Let D be the transaction
databaseand F the set of all frequent items. We say that a set of frequent items
X µ F corresponds to m transactions if jf (tid; Y ) j (tid; Y ) 2 D ; Y \ F = X gj =
m. Cache tree is a memory-resident tree data structure which is guaranteed to
contain all sets of frequent items that correspond to c or more transactions,
where the value of c is given by the user. Each edgein the cache tree is labeled
with the name of a certain frequent item, and each node contains a counter. If
the set of frequent items X = f x1; :::; xk g corresponds to m transactions and is
stored to the cache tree, it will be saved as a path x1; :::; xk , and the counter in
the tree node node(x1; :::; xk ) will be set to m. This representation of data allows
the algorithm to speed up its work by a considerablemargin, since instead of
processingm transactions from disk (or other secondarystoragedevice), it has
to processjust onememory-resident itemset X that doesnot contain infrequent
(and thus irrelevant) items.

In order to create the cache tree, the algorithm has to detect which sets of
frequent items correspond to at least c transactions. Note that if the algorithm
simply counts the occurrencetimes of sets,all setswould end up being in main
memory together with their occurrencecounters (as if c = 0). For solving this
problem, the algorithm usesthe summary vector technique presented in section
4.1 { for each transaction (tid; Y ) 2 D it ¯nds the set X = Y \ F , hashesX to
an integer value, and increments the corresponding counter in the transaction



summary vector. After the summary vector hasbeenconstructed, the algorithm
makes another pass over the data, ¯nds the set X for each transaction, and
calculates the hash value for it. If the hash value is i and the i th counter in
the vector is smaller than c, the itemset X is saved to the out-of-cache ¯le as a
separaterecord, otherwisethe itemset X is saved into the cache tree (the counter
in node(X ) is incremented, or set to 1 if the node didn't exist previously).

In that way, the transaction data that would be most frequently usedduring
the mining are guaranteed to be in main memory, and the representation of this
data allows the algorithm to further speedup its work. On the other hand, the
algorithm doesnot depend on the amount of main memory available, since the
amount of data stored in the cache tree is controlled by the user.

4.3 Reducing the size of the itemset trie

As discussedin section 2, the Apriori algorithm is not well suited for processing
data sets which contain frequent k-itemsets for larger values of k, since the
itemset trie could becomevery large,making the runtime and memory costof the
algorithm prohibitiv e. In order to narrow the search spaceof mining algorithms,
several recent papers have proposedthe mining of closedfrequent itemsets only.
An itemset X is closed if X has no superset with the samesupport. Although
it is possibleto derive all frequent itemsets from closedfrequent itemsets, this
task has a quadratic time complexity.

In this subsection,we will present a technique for reducing the size of the
itemset trie, so that the trie would still represent all frequent itemsets. When
there are many strong correlations betweenfrequent items in transactions, many
parts of the Apriori itemset trie are likely to contain information that is already
present in other parts. The proposedreduction technique will enable the algo-
rithm to develop only those trie branchesthat contain unique information.

Let F = f f 1; :::; f n g be the set of all frequent items. We call the set dep(f i ) =
f f j j f i 6= f j ; cover(f f i g) µ cover(f f j g)g the dependencyset of f i , and say that
an item f i has m dependenciesif jdep(f i )j = m. A dependencypre¯x of the item
f i is the set pr(f i ) = f f j j f j 2 dep(f i ); f j < f i g. A dependency pre¯x of the
itemset f f i 1 ; :::; f i k g is the set pr(f f i 1 ; :::; f i k g) = [ k

j =1 pr(f i j ).
Note that the dependencypre¯x of the itemset hastwo important properties:

(1) if pr(f f i 1 ; :::; f i k g) µ f f i 1 ; :::; f i k g, then pr(f f i 1 ; :::; f i k ¡ 1 g) µ f f i 1 ; :::; f i k ¡ 1 g,
(2) if pr(X ) µ X , then supp(X n pr(X )) = supp(X ) (this follows from the
transitivit y property { if a; b;c 2 F , a 2 pr(b), and b 2 pr(c), then a 2 pr(c)).

The technique for reducing the size of the itemset trie can be summarized
as follows { if the itemset does not contain its dependency pre¯x, don't create
a node in the trie for that itemset. As its ¯rst step, the algorithm creates the
root node, detectsfrequent items, and ¯nds their dependencysets.If no frequent
items were found, the algorithm terminates. Otherwise, it createsnodesonly for
thesefrequent items which have empty dependencypre¯xes, attaching the nodes
to the root node. From then on, the algorithm will build the trie layer by layer. If
the current depth of the trie is k, the next layer of nodesis createdby processing
the itemsets previously saved to the cache tree and the out-of-cache ¯le. If the



itemset f x1; :::; xm g was read from the cache tree, i is set to the counter value
from the cache tree node node(f x1; :::; xm g), otherwise i is set to 1. Then the
itemset is processedby traversing the itemset trie recursively, starting from the
root node (in the rest of this paper, this procedure is called ProcItemset):

1. If the current node is at depth d, d < k, let l := k + 1 ¡ d. If m < l, return;
otherwise, if there is an edgewith the label x1 from the current node, follow
that edgeand processthe itemset f x2; :::; xm g recursively for the new node.

2. If the current node is at depth k, the path leading to the current node is
y1; :::; yk , and pr(x1) µ f y1; :::; yk g, check whether there is an edgewith the
label x1 from the current node to a candidate node. If the edgeexists, add
i to the counter in the candidate node; if the edgedoesnot exist, create the
candidate node node(y1; :::; yk ; x1) in the trie with the counter value i.

3. If m > 1, processthe itemset f x2; :::; xm g recursively for the current node.

After the data pass,the algorithm removescandidate nodeswith counter values
below the support threshold, and terminates if all candidatenodeswereremoved.

When the algorithm has completed its work, each non-root node in the trie
represents a frequent itemset which contains its dependencypre¯x, and also, if X
is a frequent itemset which contains its dependencypre¯x, the node node(X ) is
present in the trie (this follows from the ¯rst property of the itemset dependency
pre¯x). Although the trie is often much smaller than the Apriori itemset trie,
all frequent itemsets can be easily derived from its nodes. For node(X ) that
represents the frequent itemset X, derived itemsets are f X n Y j Y µ pr(X )g,
with each itemset having the samesupport as X (this follows from the second
property of the itemset dependencypre¯x). Also, if V is a frequent itemset, there
exists a unique node node(W ) in the trie for deriving V, where W = V [ pr(V ).

The algorithm can be optimized in several ways. The ¯rst optimization con-
cerns the frequent item ordering. For the Apriori algorithm, a popular choice
hasbeento order items in support ascendingorder [10][11].We proposeto order
frequent items in dependencyascendingorder, i.e., in the order that satis¯es the
following condition { if f i < f j , then jdep(f f i g)j · jdep(f f j g)j. This ordering
increasesthe likelihood that the dependencypre¯x of an item contains all ele-
ments from the dependencyset of the item, and thus increasesthe e®ectiveness
of the trie reduction technique. The secondoptimization comesfrom the observa-
tion that when frequent items have very few dependencies,our algorithm could
produce much more candidate nodes than Apriori. Fortunately, candidatescan
still be generatedwithin our framework in Apriori fashion { if the trie reduction
technique wasnot applied at node N for reducing the number of its child nodes,
and node M is a child of N, then the siblings of M contain all necessarynodes
for the creation of candidate child nodes for M. After we have augmented our
algorithm with the Apriori-lik e candidate generation, its ¯nal version can be
summarizedas follows:

1. Make a pass over the database, detect frequent items, and order them in
lexicographic order (if the number of items is very large, an optional pass
described in section 4.1 can be made for ¯ltering out irrelevant items). If no
frequent items were found, terminate.



2. Make a pass over the database, in order to calculate dependency sets for
frequent items and to build the transaction summary vector.

3. Reorder frequent items in dependencyascendingorder and ¯nd their depen-
dency pre¯xes.

4. Make a pass over the database, in order to create the cache tree and the
out-of-cache ¯le.

5. Create the root node of the itemset trie and attach nodesfor frequent items
with empty dependencypre¯xes to the root node. If all frequent items have
empty dependencypre¯xes, set the APR-°ag in the root node.

6. Let k := 1.
7. Check all nodesin the trie at depth k. If the parent of a nodeN hasthe APR-

°ag set, generatecandidate child nodes for the node N in Apriori fashion
(node counters are set to zero), and set the APR-°ag in the node N.

8. Build the next layer of nodes in the trie using the ProcItemset procedure
with the following modi¯cation { if the APR-°ag is set in a node at depth
k, don't attach any additional candidate nodesto that node.

9. Remove the candidatenodes(nodesat depth k+1) with counter valuesbelow
the support threshold. If all candidate nodeswere removed, output frequent
itemsets and terminate.

10. Find the nodes at depth k for which the trie reduction technique was not
applied during step8 (during calls to the ProcItemset procedure)for reducing
the number of their child nodes,and set the APR-°ag in thesenodes.Then
let k := k + 1 and go to step 7.

It is easy to seethat the Apriori algorithm is a special caseof our algorithm
{ if frequent items have no dependenciesat all, our algorithm is identical to
Apriori. Otherwise, the algorithm will employ the trie reduction technique as
much aspossible,avoiding to develop trie branchesthat would contain redundant
information. If the trie reduction technique is not applicable for certain branches
any more, the algorithm will switch to Apriori-lik e behavior for thesebranches.

Figure 2 depicts a sample reduced itemset trie for the same transaction
databaseas presented in Fig. 1 (the support threshold is 2). The reduceditem-
set trie in Fig. 2 is obtained as follows { ¯rst the set of frequent items is found,
yielding F = f a;b;c;dg. Then dependencysetsare calculated for frequent items:
dep(d) = f b;cg; dep(c) = dep(a) = f bg; dep(b) = ; . After ordering frequent items
in dependency ascendingorder b < c < a < d, their dependency pre¯xes are:
pr(b) = ; ; pr(c) = pr(a) = f bg; pr(d) = f b;cg. Only the node node(b) can be
attached to the root node, since b is the only item with an empty dependency
pre¯x. Also, although the itemset f b;dg is frequent, the node node(b;d) will not
be inserted into the trie, sincethe set f bg doesnot contain the item c from the
dependency pre¯x of d. Altogether, there are 11 frequent itemsets { the node
node(b) represents oneitemset f bg with support 5, the node node(b;c) represents
two itemsets f b;cg and f cg with support 4, the node node(b;c;a) represents two
itemsets f b;c;ag and f c;ag with support 3 (but does not represent f ag, since
f b;c;ag n pr(f b;c;ag) = f c;ag!), the node node(b;c;d) represents four itemsets
f b;c;dg, f b;dg, f c;dg, and f dg with support 2, and the nodenode(b;a) represents
two itemsets f b;ag and f ag with support 4.



Fig. 2. A sample transaction database and a reduced itemset trie.

In the next sectionwewill discussthe performanceand implementation issues
of our algorithm.

5 Performance and implemen tation

In order to measurethe performanceof our algorithm, we decidedto compareit
with the FP-growth algorithm, becauseexperiment results presented in section
3 suggestthat FP-growth is much better suited for mining patterns from event
logs than Eclat and Apriori. Also, we wanted to verify whether our algorithm
that usesthe breadth-¯rst approach is able to compete with a fast depth-¯rst
algorithm. We conductedour experiments on a Linux workstation with 1.5GHz
Pentium 4 processorand 512MB of memory. For the sake of fair performance
comparison,we con¯gured our algorithm to load the entire transaction database
into main memory for all data sets.The results of our experiments are presented
in Table 3, Table 4, and Table 5.

First, the experiment results indicate that the trie reduction technique is
rather e®ective for event log data sets, and often signi¯cantly smaller itemset
trie is producedthan in the caseof Apriori (if there are m frequent itemsets, the
number of nodesin the Apriori itemset trie is m+1). As a result, the algorithm
consumesmuch lessmemory and is much faster than Apriori, sincethe repeated
traversalof a smaller trie takesmuch lesstime. The results alsoindicate that our
algorithm performs quite well when comparedto FP-growth, and outperforms it
in several cases.The only exceptionsare webserverdata set, and websessdata
set for the 0.1% support threshold. When we investigated these casesin more
detail, we discovered that with a lower support threshold there are quite many
di®erent combinations of frequent items present in the transactions of thesedata
sets,and therefore our algorithm will alsogeneratemany candidate nodes,most
of which corresponding to infrequent itemsets.

On the other hand, the results suggestthat our algorithm is superior to FP-
growth when the data set contains frequent itemsets with a large number of
items and frequent items have many dependencies{ for example, on openview



Table 3. The performance comparison of algorithms for the 1% support threshold

Data set name # of frequent # of nodes in Max. size of Runtime of Runtime of
itemsets the reduced trie freq. itemset our algorithm FP-growth

openview > 264 2,257,548 65 469s > 24 hours
mailserver 11,359 559 13 113s 165s
¯leserver ¼ 257 135,721 57 449s > 24 hours
webserver 14,083,903 39,816 20 1286s 845s
ibankserver 18,403 4,499 10 289s 455s
websess 80 81 6 3s 2s
ibanksess 3,181 1,186 10 10s 10s
snort 33 34 4 2s 1s

Table 4. The performance comparison of algorithms for the 0.5% support threshold

Data set name # of frequent # of nodes in Max. size of Runtime of Runtime of
itemsets the reduced trie freq. itemset our algorithm FP-growth

openview > 264 3,161,081 65 601s > 24 hours
mailserver 50,863 1,927 14 113s 174s
¯leserver > 264 275,525 87 489s > 24 hours
webserver 38,735,679 84,679 21 2229s 855s
ibankserver 53,105 11,430 11 307s 495s
websess 280 281 6 3s 3s
ibanksess 6,279 2,229 10 10s 10s
snort 42 43 4 2s 1s

Table 5. The performance comparison of algorithms for the 0.1% support threshold

Data set name # of frequent # of nodes in Max. size of Runtime of Runtime of
itemsets the reduced trie freq. itemset our algorithm FP-growth

openview > 264 7,897,598 65 3395s > 24 hours
mailserver 302,505 8,997 15 117s 192s
¯leserver > 264 2,235,271 118 834s > 24 hours
webserver 319,646,847 443,625 24 8738s 949s
ibankserver 328,391 71,229 11 375s 518s
websess 2,346,654 1,076,663 21 329s 17s
ibanksess 41,103 12,826 12 15s 12s
snort 214 121 7 2s 1s



and ¯leserver data sets our algorithm is much faster. The reasonfor the poor
performance of FP-growth is as follows { when the data set contains many
frequent k-itemsets for larger valuesof k, the total number of frequent itemsets
is very large, and since FP-growth must visit each frequent itemset during its
work, its runtime cost is simply too high. This raisesan interesting question {
can the FP-growth algorithm be augmented with the sametechnique that our
algorithm uses,i.e., if the frequent itemset P does not contain its dependency
pre¯x, the algorithm will not search for frequent itemsets that begin with P.
Unfortunately, when frequent items are ordered in dependencyascendingorder,
frequent items of transactions will be saved to FP-tree in dependencydescending
(reverse) order, becausethe FP-growth algorithm processesthe FP-tree in a
bottom-up manner [13]. Since items with more dependenciestend to be less
frequent, the FP-tree nodes closer to the root node are lesslikely to be shared
by many transactions, and the resulting FP-tree is highly ine±cient in terms of
memory consumption. When conducting experiments with data setsfrom Table
1, we found that the FP-tree did not ¯t into main memory in several cases.

We have developed a mining tool called LogHound that implements our algo-
rithm. The tool canbeemployed for mining frequent line patterns from raw event
logs,but alsofor mining frequent event type patterns. LogHound hasseveral op-
tions for preprocessinginput data with the help of regular expressions.In order
to limit the number of patterns reported to the end user, it hasalsoan option to
output only those patterns that correspond to closedfrequent itemsets. Figure
3 depicts somesamplepatterns that have beendiscovered with LogHound.

Fig. 3. Sample frequent patterns detected with LogHound.

LogHound is written is C, and has been tested on Linux and Solaris plat-
forms. It is distributed under the terms of GNU GPL, and is available at
http://k odu.neti.ee/eristo/loghound/.



6 Conclusion

In this paper, we presented an e±cient breadth-¯rst frequent itemset mining
algorithm for mining frequent patterns from event logs.The algorithm combines
the features of well-known breadth-¯rst and depth-¯rst algorithms, and also
takesinto account the specialpropertiesof event log data. The experiment results
indicate that our algorithm is suitable for processingevent log data, and is in
many occasionsmore e±cient than well-known depth-¯rst algorithms.
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