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Abstract.  Today, event logs contain vast amounts of data that can eas-
ily overwhelm a human. Therefore, the mining of frequent patterns from
event logs is an important system and network managemert task. This
paper discussesthe properties of event log data, analysesthe suitabilit y
of popular mining algorithms for processingevent log data, and proposes
an excient algorithm for mining frequent patterns from event logs.

1 Intro duction

Event logging and log Tes are playing an increasingly important role in sys-
tem and network administration (e.g., see[1]), and the mining of frequent pat-
terns from evert logs is an important system and network managemen task
[21[3][4][5][6][7]-Recerly proposedmining algorithms have often been variants
of the Apriori algorithm [2][3][4][7],and they have beenmainly designedfor de-
tecting frequert evert type patterns [2][3][4][5][7]. The algorithms assumethat
ead ewvent from the event log hastwo attributes { time of event occurrenceand
ewert type. There are sewral ways for de ning the frequent event type pattern,
with two de nitions being most common. In the caseof the rst de nition (e.g.,
see[7]), the algorithm viewsthe evert log asa set of overlapping windows where
ead window cortains evernts from atime frame of t secondgthe window sizet is
given by the user). A certain combination of event typesis considereda frequert
pattern if this combination is present at least in s windows, where the thresh-
old s is speci ed by the user. In the caseof the secondde nition (e.g., see[5]),
the algorithm assumeghat the event log has beendivided into non-overlapping
slicesaccordingto somecriteria (e.g., everts from the sameslice were all issued
by the samehost). A certain combination of evert typesis considereda frequert
pattern if this combination is present at leastin s slices(the threshold s is given
by the user). Although the use of this de nition requires more elaborate pre-
processingof the event log, it also eliminates the noisethat could appear when
events from di®erert slicesare mixed. In the rest of this paper, we will employ
the secondapproad for de ning the frequert event type pattern.

Events in windows or slicesare usually ordered in occurrencetime ascend-
ing order. The order of events in windows or slicesis often taken into accoun

? This work is supported by the Union Bank of Estonia and partly sponsored by the
Estonian ScienceFoundation under the grant 5766.



during the mining, sincethis could reveal causalrelations betweenevert types{
e.g., instead of an unordered set f DeviceDown, FanFailureg the algorithm out-
puts a sequenceFanFailure! DeviceDown. However, as pointed out in [7],
the mining of unordered frequert evert type setsis equally important. Due to
network latencies, everts from remote nodes might arrive and be written to the
log in the order that di®ersfrom their actual occurrenceorder. Even if evens
are timestamped by the sender,system clocks of network nodesare not always
syndhronized, making it impossibleto restore the original order of everts. Also,
in many casesthe occurrenceorder of events from the samewindow or sliceis
not pre-determined (e.g., sinceeverts are not causally related). In the remainder
of this paper, we will not considerthe order of everts in a sliceimportant.

Note that it is often ditcult to mine patterns of event typesfrom raw event
logs, since messagesn raw evert logs rarely cortain explicit evernt type codes
(e.g., see[1]). Fortunately, it is possibleto derive event types from event log
lines, since very often the everts of the sametype correspond to a certain line
pattern. For example, the lines Router myrouterl interface 192.168.13.1down,
Router myrouter2 interface 10.10.10.12down, and Router myrouter5 interface
192.168.22.5down represer the evert type "Router interface down", and corre-
spond to the line pattern Router * interface * down. Thus, the mining of frequert
line patterns is an important preprocessingtechnique, but can be very useful for
other purposesas well, e.g., for building evert log models [8].

Let | = fiy;iing be a set of items. If X p 1, X is called an itemset,
and if jXj = k, X is also called a k-itemset A transaction is a tuple T =
(tid; X) wheretid is a transaction identi er and X is an itemset. A transaction
datalase D is a set of transactions, and the cover of an itemset X is the set of
identi ers of transactions that contain X : cover(X) = ftid j (tid; Y) 2 D;X p
Y g. The support of anitemset X is de ned asthe number of elemeris in its cover:
supp(X) = jecowver(X)j. The task of mining frequent itemsets is formulated as
follows { given the transaction databaseD and the support thresholds, nd all
itemsetswith the support s or higher (each suc setis called a frequent itemset).

When the event log has beendivided into m slices(humbered from 1 to m),
then we canview the set of all possibleevent typesasthe setof items |, and eat
slice can be considereda transaction with its tid between1 and m. If the ith
sliceis §; = fEq; 5 Exg, whereE; = (t;;g) is an evert from S;, g is the type
of Ej, and t; is the occurrencetime of E;j, then the transaction corresponding
to S is (i; jk:l fe g). When we inspect a raw evert log at the word level, ea
line pattern consists of xed words and wildcards, e.g., Router * interface *
down. Note that instead of consideringentire such pattern we can just consider
the "xed words together with their positions, e.g., f (Router, 1), (interface, 3),
(down, 5)g [8]. Similarly, if the ith line from a raw evert log hask words, it can
be viewed as a transaction with identi'er i and k word-position pairs asitems.

If we view evert logs as transaction databasesin the ways described above,
we can formulate the task of mining frequert evert type patterns or frequert line
patterns asthe task of mining frequert itemsets. We will usethis formulation in
the rest of this paper, and also usethe term pattern to denote an itemset.



In this paper, we proposean excient algorithm for mining frequert patterns
from event logs that can be employed for mining line and evert type patterns.
The rest of the paper is organizedas follows: section 2 discussegelated work on
frequert itemset mining, section 3 presens the properties of event log data and
the analysis of existing mining algorithms, section 4 describesa novel algorithm
for mining frequert patterns from event logs, section5 discusseghe performance
and implementation of the algorithm, and section 6 concludesthe paper.

2 Frequent itemset mining

The frequert itemset mining problem hasreceived a lot of attention during the
past decade,and a number of mining algorithms have beendeweloped. For the
sake of excient implementation, most algorithms order the items according to
certain criteria, and use this ordering for represening itemsets. In the rest of
this paper, we assumethat if X = fxi;:::;Xkg is an itemset, then x; < 1 < X.
The rst algorithm deweloped for mining frequert itemsets was Apriori [9]
which works in a breadth-"rst manner { discoveredfrequert k-itemsetsare used
to form candidate k+1-itemsets, and frequernt k+1-itemsets are found from the
set of candidates.Recerily, an etcient trie (pre x tree) data structure hasbeen
proposedfor the candidate support cournting [10][11]. Each edgein the itemset
trie is labeled with the name of a certain item, and when the Apriori algorithm
terminates, non-root nodesof the trie represen all frequert itemsets. If the path
from the root node to a non-root node N is Xq;:::; Xk, N identi es the frequert
itemset X = fxy;:::;Xkg and contains a courter that equalsto supp(X). In the
remainder of this paper, we will use notations node(xq;:::; Xx) and nodeg(X ) for
N, and also, we will always usethe term path to denote a path that starts from
the root node. Figure 1 depicts a sample transaction databaseand an itemset
trie (the support threshold is 2 and items are ordered in lexicographic order).

Transaction ID | Itemset b c c d d
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Fig. 1. A sample transaction database and an itemset trie.

As its “rst step,the Apriori algorithm detectsfrequert 1-itemsetsand creates
nodesfor them. Since every subsetof a frequert itemset must also be frequent,



the nodesfor candidate k+1-itemsets are generatedas follows { for eac node
node(xy; i Xk) at depth k all its siblings will be inspected. If xx < yix for the
sibling node(x1; ::1; Xk, 1; Yk). then the candidate node node(x1; :::; Xk; Yk ) will be
inserted into the trie with its counter setto zero.In orderto nd frequert k+1-
itemsets, the algorithm traversesthe itemset trie for ead transaction (tid; Y) 2
D, and incremerts the courter in node(X) if X n Y;jXj = k+ 1. After the
databasepass,the algorithm removesnodesfor infrequent candidate itemsets.

Although the Apriori algorithm works well when frequert itemsets contain
relatively few items (e.g., 4{5), its performance starts to deteriorate when the
sizeof frequert itemsetsincreaseq12][13].In order to producea frequent itemset
fx1;: Xk, the algorithm must rst produce its 2 ; 2 subsetsthat are also
frequert, and when the databasecontains frequernt k-itemsets for larger values
of k (e.g., 30{40), the number of nodesin the itemset trie could be very large. As
aresult, the runtime cost of the repeatedtraversal of the trie will be prohibitiv e,
and the trie will consumelarge amounts of memory.

In recen past, seweral algorithms have beenproposedthat explore the seard
spacein a depth-rst manner, and that are reportedly by an order of a magni-
tude faster than Apriori. The most prominent depth- rst algorithms for mining
frequert itemsets are Eclat [12] and FP-growth [13]. An important assump-
tion made by Eclat and FP-growth is that the transaction database ts into
main memory. At eadh step of the depth-rst seard, the algorithms are look-
ing for frequert k-itemsetsfpy;::;pk; 1; X9, wherethe pre x P = fpy;:py; 10
is a previously detected frequert k-1-itemset. When looking for these itemsets,
the algorithms extract from the databasethe data describing transactions that
contain the itemset P, and seard only this part of the database.If frequernt
k-itemsets were found, one sud itemset is chosenfor the pre x of the next step,
otherwise the new pre x is found by badktracking. Sincethe databaseis kept in
main memory using data structures that facilitate the fast extraction of data,
Eclat and FP-growth can explore the searh spacefaster than Apriori.

The main di®erencebetweenthe Eclat and FP-growth algorithm is how the
transaction databaseis stored in memory. Eclat keepsitem coversin memory,
while FP-growth saves all transactions into FP-tree which is a tree-like data
structure. Each non-root node of the FP-tree cortains a courter and is labeled
with the name of a certain frequert item (frequert 1-itemset). In order to build
the FP-tree, the FP-growth algorithm “rst detects frequert items and orders
them in support ascendingorder. Frequert items of eat transaction are then
saved into FP-tree in reverseorder asa path, by incremerting courters in exist-
ing nodesof the path and creating missing nodeswith courters setto 1. In that
way, nodes closerto the root node correspond to more frequert items, and are
more likely to be sharedby many transactions, yielding a smaller FP-tree [13].

Unfortunately, Eclat and FP-growth can't be employed for larger transaction
databaseswhich don't 't into main memory. Although some techniques have
been proposedfor solving this problem (e.g., the partitioning of the database),
thesetechniques are often infeasible [14]. In the next section we will show that
this problem is alsorelevant for event log data sets.



3 The prop erties of event log data

The nature of data in the transaction databaseplays an important role when de-
signing an excient mining algorithm. When conducting experiments with event
log data sets, we discovered that they have seweral important properties. Ta-
ble 1 presens eight sample data sets that we used during our experiments.
The rst "ve data sets(named openview, mailserver, "leserver, webservey and
ibankserver, respectively) are raw event logs from di®erent domains: HP Open-
View event log Te, mail sener log Te, Te and print sener log Te, web sener
log Te, and Internet banking sener log Te. We usedthese evert logs for fre-
quert line pattern mining experimerts. The rest of the data sets(named websess
ibanksessand snort) were obtained from raw event logsby arranging events into
slices,and we usedthem during our experiments of mining frequert event type
patterns. In websessdata set ead slice re°ects a user visit to the web sener,
with event typescorresponding to accessedJRLs. In ibanksessdata set a slice
corresponds to a user sessionin the Internet bank, where ead evert type is
a certain banking transaction type. The snort data set was obtained from the
Snort IDS alert log, and ead slice re°ects an attack from a certain IP address
against a certain sener, with event typescorresponding to Snort rule IDs.

Table 1. The properties of event log data

Data set name # of # of Iltems that Items that occur Max. frequent
transactions items occur ten  at least once per itemset size

times or less1,000 transactions (supp. 0.1%)

openview 1,835,679 1,739,185 1,582,970 1,242 65

mailserver 7,657,148 1,700,840 1,472,296 627 15

Teserver 7,935,958 11,893,84611,716,395 817 118

websener 16,252,925 4,273,082 3,421,834 396 24

ibankserver 14,733,696 2,008,418 1,419,138 304 11

websess 217,027 22,544 17,673 341 21

ibanksess 689,885 454 140 110 12

snort 95,044 554 476 45 7

Firstly, it is evidert from Table 1 that the number of items in the transaction
databasecan be quite large, especially when we mine frequert line patterns from
raw event logs. Howewer, only few items are relatively frequert (occur at least
onceper 1,000transactions), and also, most items appear only few times in the
data set. Secondly Table 1 also indicates that frequert itemsets may cortain
many items (the table preseris “gures for the support threshold of 0.1%), which
meansthat Apriori is not always adequatefor processingeven log data.

The third important property of event log data is that there are often strong
correlations between frequert items in transactions. If items are evert types,
such strong correlations often exist becauseof causal relations between evert
types (e.g., when the PortScan event appears, the TratcA nomaly event also



appears), or becauseof distinct patterns in the user behavior (e.g., if the web
page A is accessedthe web page B is also accessed)In the caseof raw event
logs where items are word-position pairs, this e®ectis usually causedby the
messageformatting with a certain format string before the messageis logged,
e.g., sprintf(message,"Connection from %s port %d", ip, port). When events of
the sametype are logged many times, constart parts of the format string will
becomefrequert items which occur together many times in the data set. There
could also be strong correlations betweenitems corresponding to variable parts
of the format string, e.g., betweenuser namesand workstation IP addresses.

In order to assesshow well the Apriori, Eclat, and FP-growth algorithms
are suited for mining frequert patterns from evert logs, we conducted seeral
experiments on data setsfrom Table 1 with support thresholds of 1% and 0.1%
(during all our experiments preseried in this paper, we used Apriori, Eclat,
and FP-growth implemertations by Bart Goethals [15]). In order to reducethe
memory consumption of the algorithms, we removed very infrequert items (with
the support below 0.01%) from all data sets, and as a result, the number of
items was below 7,000in all casesA Linux workstation with 1.5GHz Pentium 4
processor,512MB of main memory, and 1GB of swap spacewas used during
the experiments. Our experimerts revealedthat when the transaction database
is larger, depth-"rst algorithms could faceditculties whenthey attempt to load
it into main memory (seeTable 2).

Table 2. The size of the memory-resident database

Data set name Eclat 1% FP-growth 1% Eclat 0.1% FP-growth 0.1%

openview 359.2MB 2.8MB 370.7MB 5.7MB
mailserver 263.3MB 2.9MB 280.5MB 10.8MB
“leserver 1009.1MB 4.0MB 1024.4MB 8.6MB
websener Out of VM 64.0MB Out of VM 249.9MB
ibankserver 657.5MB 37.2MB 678.0MB 77.5MB
websess 5.7MB 2.4MB 6.0MB 9.8MB
ibanksess 17.5MB 3.3MB 17.6MB 10.6MB
snort 2.9MB 2.2MB 2.9MB 2.2MB

Table 2 suggeststhat Eclat is unsuitable for mining frequent patterns from
larger event logs, even when infrequent items have been Ttered out previously
and the algorithm has to load only few thousand item covers into memory.
With “Teserver and ibankserver data setsthe Eclat algorithm did run out of
physical memory, and wasable to cortin ue only becauseof suxcient swap space;
with webserverdata set, the algorithm terminated abnormally after consuming
all available virtual memory. Based on these ndings, we removed Eclat from
further testing. Table 2 also suggeststhat the FP-growth algorithm is more
conveniert in terms of memory consumption. The reasonfor this is that the FP-
tree data structure is excient for storing transactions when strong correlations



exist between frequent items in transactions. If many suc correlations exist,
the number of di®erert frequert item combinations in transactions is generally
quite small, and consequetly relatively few di®erent paths will be saved to
FP-tree. Howevwer, it should be noted that for larger data setsthe FP-tree could
neverthelessbe rather large, especially when the support threshold is lower (e.g.,
for the webserverdata setthe FP-tree consumedabout 250MB of memory when
the support threshold was setto 0.1%).

We alsotestedthe Apriori algorithm and veri ed that in terms of performance
it is inferior to FP-growth { for example, when the support threshold was set
to 1%, Apriori was 11.5 times slower on mailserver data set, and 9.5 times
slower on ibankserver data set. However, on openview and leserver data sets
(which cortain frequert itemsetswith a large number of items) both algorithms
performed poorly, and were unable to complete within 24 hours.

The experimert results indicate that all tested algorithms are not ertirely
suitable for mining frequernt patterns from event logs. In the next sectionwe will
presert an excient mining algorithm that attempts to addressthe shortcomings
of existing algorithms.

4 A frequent pattern mining algorithm for event logs

In this sectionwe will present an excient algorithm for mining frequert patterns
from event logs. It combinesthe featuresof previously discussedalgorithms, tak-
ing alsointo accourn the properties of event log data. Sincedepth-rst Eclat and
FP-growth algorithms are inherertly dependert on the amourt of main memory,
our algorithm works in a breadth- rst manner and employs the itemset trie data
structure (seesection 2). In order to avoid inherent weaknesse®f Apriori, the
algorithm usesse\eral techniquesfor speedingup its work and reducing its mem-
ory consumption. Thesetechniques are described in the following subsections.

4.1 Mining frequent items

The mining of frequert items is the "rst step of any breadth- rst algorithm which
createsa basefor further mining. In order to detect frequert items, the algorithm
must make a passover the data set and count how many times ead item occurs
in the data set, keepingitem courters in main memory. Unfortunately, because
the number of items can be very large (seesection 3), the memory cost of the
item courting is often quite high [8].

In order to solve this problem, our algorithm rst estimateswhich items need
not to be counted. Before the courting, the algorithm makesan extra passover
the data set and builds the item summary vector. The item summary vector is
madeup of m counters (humberedfrom 0to m-1) with ead counter initialized to
zero. During the passover the data set, a fast hashingfunction is applied to each
item. The function returns integer valuesfrom 0 to m-1, and ead time the value
i is calculated for an item, the ith counter in the vector will be incremerted.
Sinceezxcient hashingfunctions are uniform [16], eac counter in the vector will



correspond roughly to n=m items, where n is the number of di®erert items in
the data set. If itemsii,;:::;ix areall itemsthat hashto the valuei, and the items
i1;00 oceur tq; oty times,Fgespectiver, then the value of the ith counter in
the vector equalsto the sum jk:l tj.

After the summary vector has beenconstructed, the algorithm starts court-
ing the items, ignoring the items for which counter valuesin the summary vector
are below the support threshold (no sud item can be frequen, sinceits support
does not exceedits courter value). Since most items appear only few times in
the data set (seesection 3), many courter values will never crossthe support
threshold. Experiment results preseried in [8] indicate that even the use of a
relatively small vector (e.g., 100KB) dramatically reducesthe memory cost of
the item courting.

4.2 Cache tree

Eclat and FP-growth algorithms are fast not only becauseof their depth- rst
seardt strategy, but alsobecausehey load the transaction databasefrom disk (or
other secondarystorage device) into main memory. In addition, the algorithms
don't attempt to store ead transaction as a separaterecord in memory, but
rather employ excient data structures that facilitate data compression(e.g., the
FP-tree). As a result, the memory-residen databaseis much smaller than the
original database,and a scan of the databasewill take much lesstime.

Although recert Apriori implementations have employed a pre x tree for
keepingthe databasein memory [10][11], this technique can't be usedfor data
setswhich don't 't into main memory. As a solution, we proposeto store most
frequertly used transaction data in the cachetree. Let D be the transaction
databaseand F the setof all frequert items. We say that a set of frequert items
X u F correspndsto m transactionsif jf (tid; Y) j (tid; Y) 2 D;Y\ F = Xgj=
m. Cache tree is a memory-residen tree data structure which is guaranteed to
contain all sets of frequert items that correspond to ¢ or more transactions,
where the value of c is given by the user. Each edgein the cade tree is labeled
with the name of a certain frequert item, and eat node cortains a counter. If
the set of frequent items X = fXxy;:::;Xkg corresponds to m transactions and is
stored to the cade tree, it will be saved asa path xq;:::; Xk, and the counter in
the tree node node(xq; :::; Xk ) will be setto m. This represenation of data allows
the algorithm to speedup its work by a considerablemargin, since instead of
processingm transactions from disk (or other secondarystorage device), it has
to processjust one memory-residert itemset X that doesnot cortain infrequent
(and thus irrelevant) items.

In order to create the cade tree, the algorithm hasto detect which sets of
frequert items correspond to at least ¢ transactions. Note that if the algorithm
simply courts the occurrencetimes of sets, all setswould end up being in main
memory together with their occurrencecourters (as if ¢ = 0). For solving this
problem, the algorithm usesthe summary vector technique preseried in section
4.1{ for ead transaction (tid; Y) 2 D it 'nds the setX = Y \ F, hashesX to
an integer value, and incremerts the corresponding courter in the transaction



summary vector. After the summary vector has beenconstructed, the algorithm
makes another passover the data, nds the set X for ead transaction, and
calculates the hash value for it. If the hash value is i and the ith courter in
the vector is smaller than c, the itemset X is saved to the out-of-cache Te asa
separaterecord, otherwisethe itemset X is savedinto the cache tree (the courter
in node(X) is incremerted, or setto 1 if the node didn't exist previously).

In that way, the transaction data that would be most frequertly usedduring
the mining are guaranteedto be in main memory, and the represertation of this
data allows the algorithm to further speedup its work. On the other hand, the
algorithm doesnot depend on the amourt of main memory available, sincethe
amourt of data stored in the cacde tree is controlled by the user.

4.3 Reducing the size of the itemset trie

As discussedin section 2, the Apriori algorithm is not well suited for processing
data sets which contain frequernt k-itemsets for larger values of k, since the
itemsettrie could becomevery large, making the runtime and memory cost of the
algorithm prohibitiv e. In order to narrow the seard spaceof mining algorithms,

seweral recert papers have proposedthe mining of closedfrequert itemsets only.

An itemset X is closel if X has no superset with the samesupport. Although

it is possibleto derive all frequert itemsets from closedfrequert itemsets, this

task has a quadratic time complexity.

In this subsection,we will presert a technique for reducing the size of the
itemset trie, so that the trie would still represen all frequert itemsets. When
there are many strong correlations betweenfrequert items in transactions, many
parts of the Apriori itemset trie are likely to contain information that is already
presen in other parts. The proposedreduction technique will enable the algo-
rithm to dewvelop only those trie branchesthat cortain unique information.

Let F = ffq;:::;f,g bethe setof all frequert items. We call the setdep(f;) =
ff; jf; 6 f;;cover(ff;g) u cover(ff; g)g the degendencyset of f;, and say that
an item f; hasm dependenciesif jdep(fi)j = m. A dendencypre x of the item
fi is the set pr(f;) = ff; jf; 2 dep(fi);fj < fig. A dependencypre x of the
itemset ff;, ;::;fi, gisthe setpr(ffi,;:;fi,09) = [ J-kzl pr(fi;).

Note that the dependencypre x of the itemset hastwo important properties:
Q) if pr(ffi;onfi o) w ffi s onfi g then pr(ffi ;oosfi, o) p ffi;onfi, .0
(2) if pr(X) u X, then supp(X npr(X)) = supp(X) (this follows from the
transitivit y property { if a;b;c2 F, a2 pr(b), and b2 pr(c), then a 2 pr(c)).

The technique for reducing the size of the itemset trie can be summarized
as follows { if the itemset does not contain its dependency pre x, dorit create
a node in the trie for that itemset As its rst step, the algorithm createsthe
root node, detectsfrequert items, and "nds their dependencysets.If no frequert
items were found, the algorithm terminates. Otherwise, it createsnodesonly for
thesefrequert items which have empty dependencypre xes, attaching the nodes
to the root node. From then on, the algorithm will build the trie layer by layer. If
the current depth of the trie is k, the next layer of nodesis created by processing
the itemsets previously saved to the cade tree and the out-of-cache Te. If the



itemset fX1;:::; Xm g was read from the cadche tree, i is set to the counter value
from the cacde tree node node(f xy;:::; X @), otherwisei is setto 1. Then the
itemset is processedoy traversing the itemset trie recursively, starting from the
root node (in the rest of this paper, this procedureis called Procltemset):

1. If the current nodeis at depth d, d< k, let | ;= k+ 1 d. If m < I, return;
otherwise, if there is an edgewith the label x; from the current node, follow
that edgeand processthe itemset f x5; :::; Xm g recursively for the new node.

2. If the current node is at depth k, the path leading to the current node is
V1,55 Yk, and pr(xq) p fya; i ykg, chedk whether there is an edgewith the
label x; from the current node to a candidate node. If the edgeexists, add
i to the courter in the candidate node; if the edgedoesnot exist, create the
candidate node node(yy; :::; Yk ; X1) in the trie with the courter valuei.

3. If m > 1, processthe itemset f X5; :::; Xm g recursively for the current node.

After the data pass,the algorithm removescandidate nodeswith courter values
below the support threshold, and terminates if all candidate nodeswereremoved.

When the algorithm has completed its work, ead non-root node in the trie
represeits a frequert itemset which cortains its dependencypre x, and also, if X
is a frequent itemset which contains its dependencypre X, the node node(X) is
presert in the trie (this follows from the “rst property of the itemset dependency
pre x). Although the trie is often much smaller than the Apriori itemset trie,
all frequert itemsets can be easily derived from its nodes. For node(X) that
represens the frequert itemset X, derived itemsetsare fX nY j Y p pr(X)g,
with ead itemset having the samesupport as X (this follows from the second
property of the itemset dependencypre x). Also, if V is a frequert itemset, there
exists a unique node node(W) in the trie for deriving V, whereW = V [ pr(V).

The algorithm can be optimized in seweral ways. The "rst optimization con-
cernsthe frequert item ordering. For the Apriori algorithm, a popular choice
hasbeento order items in support ascendingorder [10][11]. We proposeto order
frequert items in dependencyascendingorder, i.e., in the order that satis es the
following condition { if f; < f;, then jdep(ffig)j - jdep(ff;jg)j. This ordering
increasesthe likelihood that the dependencypre x of an item cortains all ele-
merts from the dependencyset of the item, and thus increasesthe e®ecti\eness
of the trie reduction technique. The secondoptimization comesfrom the obsena-
tion that when frequert items have very few dependencies,our algorithm could
produce much more candidate nodesthan Apriori. Fortunately, candidatescan
still be generatedwithin our framework in Apriori fashion{ if the trie reduction
technique was not applied at node N for reducing the number of its child nodes,
and node M is a child of N, then the siblings of M cortain all necessarynodes
for the creation of candidate child nodesfor M. After we have augmenred our
algorithm with the Apriori-lik e candidate generation, its nal version can be
summarizedas follows:

1. Make a passover the database, detect frequert items, and order them in
lexicographic order (if the number of items is very large, an optional pass
described in section4.1 can be madefor "Ttering out irrelevant items). If no
frequert items were found, terminate.



2. Make a passover the database,in order to calculate dependency sets for
frequert items and to build the transaction summary vector.

3. Reorderfrequert items in dependencyascendingorder and nd their depen-
dency pre xes.

4. Make a passover the database,in order to create the cade tree and the
out-of-cadhe Te.

5. Create the root node of the itemset trie and attach nodesfor frequert items
with empty dependencypre xes to the root node. If all frequert items have
empty dependencypre xes, set the APR-°ag in the root node.

6. Let k:= 1.

7. Ched all nodesin the trie at depth k. If the parent of anode N hasthe APR-
°ag set, generate candidate child nodes for the node N in Apriori fashion
(node counters are set to zero), and setthe APR-°ag in the node N.

8. Build the next layer of nodesin the trie using the Procltemset procedure
with the following modi cation { if the APR-°ag is setin a node at depth
k, don't attach any additional candidate nodesto that node.

9. Removethe candidate nodes(nodesat depth k+1) with counter valuesbelow
the support threshold. If all candidate nodeswere removed, output frequert
itemsets and terminate.

10. Find the nodes at depth k for which the trie reduction technique was not
applied during step 8 (during callsto the Procltemset procedure)for reducing
the number of their child nodes,and setthe APR-°ag in thesenodes. Then
let k ;= k+ 1landgoto step7.

It is easyto seethat the Apriori algorithm is a special caseof our algorithm
{ if frequent items have no dependenciesat all, our algorithm is identical to
Apriori. Otherwise, the algorithm will employ the trie reduction technique as
much aspossible,avoiding to developtrie branchesthat would contain redundart
information. If the trie reduction technique is not applicable for certain branches
any more, the algorithm will switch to Apriori-lik e behavior for these branches.

Figure 2 depicts a sample reduced itemset trie for the same transaction
databaseas presered in Fig. 1 (the support threshold is 2). The reduceditem-
set trie in Fig. 2 is obtained asfollows { rst the set of frequert items is found,
yielding F = fa;b;c;dg. Then dependencysetsare calculated for frequert items:
dep(d) = fhb;cg; dep(c) = dep(a) = fbg;dep(b) = ;. After ordering frequert items
in dependency ascendingorder b < ¢ < a < d, their dependency pre xes are:
pr(b) = ;;pr(c) = pr(a) = fbg;pr(d) = fb;cg. Only the node node(b) can be
attached to the root node, sinceb is the only item with an empty dependency
pre x. Also, although the itemset f b;dg is frequert, the node node(b;d) will not
be inserted into the trie, sincethe set fbg doesnot cortain the item ¢ from the
dependency pre x of d. Altogether, there are 11 frequent itemsets { the node
node(b) represents oneitemset f bg with support 5, the node node(b;c) represerts
two itemsetsf b;cg and f cg with support 4, the node nodg(b;c;a) represerts two
itemsets fb;c;ag and fc;ag with support 3 (but does not represen fag, since
fb;c;agnpr(fb;c;ag) = fc;ag!), the node node(b;c;d) represerts four itemsets
fb;c;dg, fb;dg, f c;dg, and f dg with support 2, and the node node(b;a) represens
two itemsets f b;ag and f ag with support 4.



b

50
Transaction ID Ttemset ¢ \
1 abcde
2 abc 4 40
3 bed f]
4 abc 3
5 ab 3 20

Fig. 2. A sample transaction database and a reduced itemset trie.

In the next sectionwe will discussthe performanceand implementation issues
of our algorithm.

5 Performance and implemen tation

In order to measurethe performanceof our algorithm, we decidedto compareit
with the FP-growth algorithm, becauseexperiment results preseried in section
3 suggestthat FP-growth is much better suited for mining patterns from event
logs than Eclat and Apriori. Also, we wanted to verify whether our algorithm
that usesthe breadth-rst approad is able to compete with a fast depth- rst
algorithm. We conducted our experiments on a Linux workstation with 1.5GHz
Pentium 4 processorand 512MB of memory. For the sake of fair performance
comparison,we con gured our algorithm to load the ertire transaction database
into main memory for all data sets.The results of our experimerts are preserned
in Table 3, Table 4, and Table 5.

First, the experiment results indicate that the trie reduction technique is
rather e®ectie for event log data sets, and often signi cantly smaller itemset
trie is producedthan in the caseof Apriori (if there are m frequert itemsets, the
number of nodesin the Apriori itemset trie is m+1). As a result, the algorithm
consumesmuch lessmemory and is much faster than Apriori, sincethe repeated
traversal of a smallertrie takesmuch lesstime. The results alsoindicate that our
algorithm performs quite well when comparedto FP-growth, and outperformsit
in seweral cases.The only exceptionsare webserverdata set, and websesslata
set for the 0.1% support threshold. When we investigated these casesin more
detail, we discovered that with a lower support threshold there are quite many
di®erent combinations of frequert items presert in the transactions of thesedata
sets,and therefore our algorithm will also generatemany candidate nodes, most
of which corresponding to infrequent itemsets.

On the other hand, the results suggestthat our algorithm is superior to FP-
growth when the data set contains frequent itemsets with a large number of
items and frequert items have many dependencies{ for example, on openview



Table 3. The performance comparison of algorithms for the 1% support threshold

Data set name# of frequent # of nodesin Max. size of Runtime of Runtime of
itemsets the reduced trie freq. itemset our algorithm FP-growth
openview > 254 2,257,548 65 469s > 24 hours
mailserver 11,359 559 13 113s 165s
Teserver Y, 257 135,721 57 449s > 24 hours
websener 14,083,903 39,816 20 1286s 845s
ibankserver 18,403 4,499 10 289s 455s
websess 80 81 6 3s 2s
ibanksess 3,181 1,186 10 10s 10s
snort 33 34 4 2s 1s

Table 4. The performance comparison of algorithms for the 0.5% support threshold

Data set name# of frequent # of nodesin Max. sizeof Runtime of Runtime of
itemsets the reduced trie freq. itemset our algorithm FP-growth
openview > 254 3,161,081 65 601s > 24 hours
mailserver 50,863 1,927 14 113s 174s
“Teserver > 264 275,525 87 489s > 24 hours
websener 38,735,679 84,679 21 2229s 855s
ibankserver 53,105 11,430 11 307s 495s
websess 280 281 6 3s 3s
ibanksess 6,279 2,229 10 10s 10s
snort 42 43 4 2s 1s

Table 5. The performance comparison of algorithms for the 0.1% support threshold

Data set name# of frequent # of nodesin Max. sizeof Runtime of Runtime of
itemsets the reduced trie freq. itemset our algorithm FP-growth
openview > 264 7,897,598 65 3395s > 24 hours
mailserver 302,505 8,997 15 117s 192s
TTeserver > 264 2,235,271 118 834s > 24 hours
websener 319,646,847 443,625 24 8738s 949s
ibankserver 328,391 71,229 11 375s 518s
websess 2,346,654 1,076,663 21 329s 17s
ibanksess 41,103 12,826 12 15s 12s
snort 214 121 7 2s 1s




and Teserver data setsour algorithm is much faster. The reasonfor the poor
performance of FP-growth is as follows { when the data set cortains many
frequent k-itemsets for larger valuesof k, the total number of frequent itemsets
is very large, and since FP-growth must visit ead frequert itemset during its

work, its runtime cost is simply too high. This raisesan interesting question {

can the FP-growth algorithm be augmened with the sametechnique that our
algorithm uses,i.e., if the frequert itemset P doesnot contain its dependency
pre x, the algorithm will not searh for frequert itemsets that begin with P.

Unfortunately, when frequert items are ordered in dependencyascendingorder,
frequert items of transactions will be savedto FP-tree in dependencydescending
(reverse) order, becausethe FP-growth algorithm processeshe FP-tree in a
bottom-up manner [13]. Since items with more dependenciestend to be less
frequent, the FP-tree nodescloserto the root node are lesslikely to be shared
by many transactions, and the resulting FP-tree is highly inexcient in terms of
memory consumption. When conducting experiments with data setsfrom Table
1, we found that the FP-tree did not 't into main memory in seweral cases.

We have developed a mining tool called LogHound that implements our algo-
rithm. The tool canbe employedfor mining frequert line patterns from raw evert
logs, but alsofor mining frequert evert type patterns. LogHound has se\eral op-
tions for preprocessinginput data with the help of regular expressions.n order
to limit the number of patterns reported to the end user, it hasalsoan option to
output only those patterns that correspond to closedfrequert itemsets. Figure
3 depicts somesample patterns that have beendiscovered with LogHound.

Dec 18 * myhost * connect from

Dec 18 * myhost * log: Connection from * port

Dec 18 * myhost * fatal: Did not receive ident string.
Dec 18 * myhost * log: * authentication for * accepted.
Dec 18 * myhost * fatal: Connection closed by remote host.

(a) Sample frequent line patterns

[1:1256:7] [1:1002:5] [119:2:1] [1:1945:1]

[1:1256:7] - WEB-IIS CodeRed v2 root.exe access
[1:1002:5] - WEB-IIS cmd.exe access

[119:2:1] - HTTP DOUBLE DECODING ATTACK

[1:1945:1] - WEB-IIS unicode directory traversal attempt

(b) Sample frequent event type pattern
(the CodeRed worm footprint that was detected from the Snort IDS log)

Fig. 3. Sample frequent patterns detected with LogHound.

LogHound is written is C, and has beentested on Linux and Solaris plat-
forms. It is distributed under the terms of GNU GPL, and is available at
http://k odu.neti.ee/eristo/loghound/.



6 Conclusion

In this paper, we preseried an excient breadth-rst frequert itemset mining
algorithm for mining frequert patterns from evert logs. The algorithm combines
the features of well-known breadth-rst and depth-rst algorithms, and also
takesinto accourt the special properties of event log data. The experimert results
indicate that our algorithm is suitable for processingevert log data, and is in
many occasionsmore etcient than well-known depth-rst algorithms.
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